AR L NP - 406

V Semester B.C.A. Examination, February/March 2024
(NEP Scheme) (Freshers)
COMPUTER SCIENCE
Cyber Security (SEC)

Time : 2%z Hours Max. Marks : 60
Instruction : Answer any four questions from each Section.
SECTION - A

Answer any 4 questions. Each carries two marks. (4x2=8)

1. Define cyber space.
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2. What do you mean by digital security ?
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3. Briefly explain the concept of social media privacy.
TRRREE BRGFOT M W) TUTOA.

4, What is internet society ?
DoRTT T RN CTo 9
5. What is malware 7
Ted 10° RetTens ?
6. Define E-Commerce.
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SECTION - B

Answer any 4 questions. Each carries five marks. (4x5=20})

7. Discuss the challenges associated with cyber crimes against women and
children.
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8. Including UPI and Wallet, explain the various forms of digital payment.
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9. List the advantages and disadvantages of E-Commerce.
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10. Explain social engineering attacks in detail.
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11. Explain the best practices for the use of social media.
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12. Discuss the key components of an effective password policy and their role in
enhancing security.
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SECTION - C
Answer any four questions. Each carries eight marks. (4x8=32)

13. Discuss the historical evolution of the internet and its impact on cyber space,
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14. Expiain different types of cyber crimes, emphasizing those targetting computers
and mobiles.
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15. Explain the legal perspective of cyber crime, focusing on the IT Act-2000 and
its amendments.
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16. With a neat diagram, explain the architecture of cyber space.

— _J o € 2
T;]?,JU‘? a-\.l("n.l R ,\Jumu"i».oocw U“.DTAJ T e T Lm0,

17. Discuss the challenges, opportunities and pitfalls associated with online social
network.
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18. Write short notes on the following : (3+3+2)
a) Hacking b) Wi-fi ¢} Hashtag
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